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XxeR temperature
h € {on, off } heat



A Thermostat

States
XxeR temperature
h € {on, off } heat

Flows

f, Y h=o0n — X' = K-(H-x)

f, Y h = off — X =-KX

invariants




A Thermostat

States
XxeR temperature
h € {on, off } heat

Flows

f, Y h=o0n — X' = K-(H-x)

f, Y h = off — X =-KX

Jumps

J1 Y h=on —  h = off

s Y h = off — h:=on

guards
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A Thermostat

States
XxeR temperature
h € {on, off } heat
teR timer
Flows
f, Y h=o0n — X' = K-(H-x)
f, Y h = off — X' =-KX
Jumps
J1 Y h=on —  h = off
J Y h = off — h:i=on



A Thermostat

States
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h € {on, off }
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temperature
heat
timer



A Thermostat

States

XxeR temperature

h € {on, off } heat

teR timer

Y h=on A t<U » xX'=K(Hx); t'=
Y h=off A t<U —» x'=-Kx; t'=
Y h=on At>L - h:=off t:=0
Y h=off At>L - h:=on; t:=0
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Step 1: Discretize
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Transition System

Q set of states
> set of actions
post: Q x X — 29 successor function



Transition System

Q set of states

> set of actions

post: Q x X — 29 successor function
Thermostat

Q =R2 x { on, off }

Z={f1,f2,j1,j2}
S {(x00f} ift>L
post (x, t, on, j;) = { > if t< L



Transition System

Q set of states

> set of actions

post: Q x X — 29 successor function
Thermostat

Q =R2 x { on, off }
Z={f, 1)1}

. X, 0, off if t>L
pOSt(X,t,on,J1)= { g )} if t<L
infinite set if t<U
{ {(x,0,0n)} if t=U

%) if t>U

post ( x, t, on, f,)



Step 2: Lift
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Step 2: Lift

h = off




Step 2: Lift

post( post(R.,f,), J,)

v

h = off
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Lifted Transition System

Q
2

post: 2@ x ¥ — 2Q post(R,c) = U,.q POSt(q,0)



Lifted Transition System

Q
2

post: 2@ x ¥ — 2Q post(R,c) = U,.q POSt(q,0)
pre: 29x X — 29 pre(R,o) = U,q Pre(q,o)
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h = off
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h = off

pre( pre(R.fy), o)

v
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Step 3: Observe
h =on
t'
X
3<x<4
h = off 2<x<3
1<x<2
O<x<1




Observed Transition System

Q

2

pre, post: 24 x ¥ — 29

A={a, a, a,, ..} set of observations
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Observed Transition System

Q

2

pre, post: 24 x ¥ — 29

A set of observations

Thermostat

A={on,off}[{x=c,c<x<ct+tl|ce’l}



Symbolic Transition System

Q

)

pre, post

A

R={R,, R,, ..} set of regions R, < Q

Region algebra:

1. AcR
2. pre, post: R x X — R computable
3. A:R2 >R

\: R2 >R computable

c: M2 {t,f)




Symbolic Transition System

1. Local computation: Region Operations

Compute pre, post, A\, and con regions in ‘R.

2. Global computation: Symbolic Semi-Algorithms

Starting from the observations in A, compute new regions in
R by applying the operations pre, post, A, \, and c .



Region Algebra

If -Q is the valuations for a set X:Vals of typed variables,
-the effect of transitions can be expressed using Ops on Vals,
-the first-order theory FO(Vals,Ops) admits quantifier elimination,

then the quantifier-free fragment ZO(Vals,Ops) is a region algebra.

This is because each pre and post operation is a quantifier elimination:
pre(R(X)) = (3X) (Trans(X,X) A R(X))



Example: Polyhedral Hybrid Automata

Q=B"x R"

Invariants and guards:
boolean and linear constraints, e.g. an(3xy+x,<7)

Flows: rectangular differential inclusions, e.g. X'y € [1,2]
Jumps: boolean and linear constraints, e.g. X, = 2%, + X, +1
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boolean and linear constraints, e.g. an(3xy+x,<7)

Flows: rectangular differential inclusions, e.g. X'y € [1,2]
Jumps: boolean and linear constraints, e.g. X, = 2%, + X, +1

A = set of boolean valuations and integral polyhedra in R"



Example: Polyhedral Hybrid Automata

Q=B"x R"
Invariants and guards:
boolean and linear constraints, e.g. an(3xy+x,<7)

Flows: rectangular differential inclusions, e.g. X'y € [1,2]
Jumps: boolean and linear constraints, e.g. X, = 2%, + X, +1

A = set of boolean valuations and integral polyhedra in R"

‘R = set of boolean valuations and rational polyhedra in R"
= Z0(Q,<,+)



Example: Polyhedral Hybrid Automata

FO(Q,<,+) admits quantifier elimination,
hence ZO(Q,<,+) is a region algebra.

Jump j: Y X <X, = Xy 1= 2X4-1

pre( 1<X, <%, <2,j)
= (T X, Xo) (Xq SXo A Xy = Xq A Xy = 2X4-1 A 1S X< X, < 2)



Example: Polyhedral Hybrid Automata

FO(Q,<,+) admits quantifier elimination,
hence ZO(Q,<,+) is a region algebra.

Jump j: Y X <X, = Xy 1= 2X4-1

pre( 1<x,<x,<2,j)

(T X4, X5) (X4 XA X4 = X4 A Xy = 2X4-T A1 XL X, £ 2)
X1 <X AT <X, £2%-1L2

X{1 <X,A 1 <x,£3/2
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Example: Polyhedral Hybrid Automata

Flow f: YXx;<x, > X7¢€[12];x,=1

pre( 1<x,<x,<2,f)
= (31£ki£2)(3020) (1 x4tk 0 < Xx,10 <2 A
(V 0 <e<3) (x4+k e < X,t¢g))



Example: Polyhedral Hybrid Automata

Flow f: YXx;<x, > X7¢€[12];x,=1

pre( 1<x,<x,<2,f)
= (F1£k£2)(3320) (1< x4tk 0 < X,10 <2 A
(V 0 <e<90) (x4t+k e < x,F€))
(36>0)(36<d,£28) (1< x4+d; < X,+0<2 A
X1 <Xy A Xq+d; < X,10) “—

convex guards



Example: Polyhedral Hybrid Automata

Flow f: YXx;<x, > X7¢€[12];x,=1

pre( 1<x,<x,<2,f)
= (31£ki£2)(3020) (1 x4tk 0 < Xx,10 <2 A
(V 0 <e<90) (x4t+k e < x,F€))
(362>0)(3F0<d£28) (1< x4+d; <X,H0 <2 A
X1 <X, A Xq+dy < X,10) «
(F02>0) (X4 <X, A1 X120 A 1< X,+8< 2)
X1 <Xy A Xy <2 A 2X, < X413

convex guards



pre(R,f)







s x’ €[-50,-30]
app

X :€ [2000,00)

Ktrain

X €[30,50]
x <100

X: initialized rectangular variable



open

) e

@

raise?

\
closed . lower

y =0
Iowy

\’4

raise

\’4

y: uninitialized singular variable



app exit

controllerj

lower raise

t: clock variable
o. design parameter



Properties

Safety: v (x<10 = loc[gate] = closed )

T

“on all trajectories, always”

For which values of « is this true?



Properties

Safety: v (x<10 = loc[gate] = closed )
Liveness: VLI V< (loc[gate] = open )

T

“on all trajectories, eventually”




Properties

Safety: v (x<10 = loc[gate] = closed )
Liveness: VLI V< (loc[gate] = open )

Real time: V1z:=0.(z2 =1 =
v< (loc[gate] = open A z<60))

clock variable




Properties

Safety: v (x<10 = loc[gate] = closed )
Liveness: VLI V< (loc[gate] = open )

Real time: V1z:=0.(z2 =1 =
v< (loc[gate] = open A z<60))

Nonzeno: V1z:=0.(zZ =1 = 3O (z=1))

T

“on some trajectory, eventually”




A Zeno System

left y=5 ri,ght

J J

y=-2 ) y =
y>5 X=9 X>5




A Zeno System

left

right
J — _2

y =
X>9

v



Safety or
Collection of liveness or
polyhedral real time or
hybrid automata  nonzeno

Model Property

a1 B

Model Checker
HyTech

i B

Condition under which the
model satisfies the property,
or error trajectory




Model Checking for Safety

BMm x R"

initial
states

unsafe
states

/;




Model Checking for Safety

Bm x Rn

initial
states

/

unsafe
states




Model Checking for Safety

Bm x Rn

initial
states

/

unsafe
states




Model Checking for Safety

Bm x Rn unsafe
parameter
values

initial
states

unsafe
states




Model Checking for Safety

Bm x Rn unsafe
parameter
values

initial
states

unsafe
states

This is guaranteed to terminate if all variables are initialized (e.g. clocks).




The Result

hytech-out.cgi



Applications of HyTech and Derivations:
polyhedral overapproximation of dynamics

-automotive engine control [Wong-Toi et al.]
-chemical plant control [Preussig et al.]
-flight control [Honeywell; Rockwell-Collins]
-air traffic control [Tomlin et al.]

-robot control [Corbett et al.]

Successor Tools:

1. More expressive region algebras, e.g. FO(R,<,+,-) still
—permits quantifier elimination [Pappas et al.]

2. More robust approximations, e.g. ellipsoid instead of
polyhedral regions [Varaiya et al.]

3. Abstract region operations, e.g. interval numerical
methods [HyperTech]; also [Krogh et al.][Maler et al.]



Symbolic Semi-Algorithms

Starting from the observations in A, compute new
regions in R by applying the operations pre, post,
A, \ andc.

Termination?



Four Verification Questions

V1: Reachability 3 b
Is an invariant always true? 1< unsafe



V1:

V2:

Four Verification Questions

Reachability 3 b
Is an invariant always true? 1< unsafe
Repeated Reachability A00<5 b

Linear temporal logic (LTL)
Liveness 300<> unfair



V1:

V2:

V3:

Four Verification Questions

Reachability 3 b
Is an invariant always true? 1< unsafe
Repeated Reachability A00<5 b
Linear temporal logic (LTL)

Liveness AC1< unfair
Nested Reachability 43S (b AT by A 3O by)

Half branching temporal logic (3CTL, VCTL)



V1:

V2:

V3:

V4.

Four Verification Questions

Reachability 3 b
Is an invariant always true? 1< unsafe
Repeated Reachability A00<5 b
Linear temporal logic (LTL)

Liveness AC1< unfair
Nested Reachability 43S (b AT by A 3O by)
Half branching temporal logic (3CTL, VCTL)

Negated Reachability v (b — 3 )

Full branching temporal logic (CTL)
Nonzenoness v (tick » 3< tick)



V1: Symbolic Reachability

andlb

Given a,beA, is there a trajectory from a to b?

initial states unsafe states



V1: Symbolic Reachability

andlb

Given a,beA, is there a trajectory from a to b?

b [
SN

pre(b) = UGEZ pre(b’G)



V1: Symbolic Reachability

andlb

Given a,beA, is there a trajectory from a to b?
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V1: Symbolic Reachability

andlhb

Given a,beA, is there a trajectory from a to b?




V2: Symbolic Repeated Reachability

andldob

Given a,beA, is there an infinite trajectory from a that visits b

infinitely often?
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andldob

Given a,beA, is there an infinite trajectory from a that visits b
infinitely often?




V2: Symbolic Repeated Reachability

andldob

Given a,beA, is there an infinite trajectory from a that visits b
infinitely often?

R, = 3Opre(b) «\.




V2: Symbolic Repeated Reachability

andldob

Given a,beA, is there an infinite trajectory from a that visits b
infinitely often?

R, =3 pre(b) «-

3 R, = 3Opre(baR,) I~
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V2: Symbolic Repeated Reachability

andldob

Given a,beA, is there an infinite trajectory from a that visits b
infinitely often?

R, =3 pre(b)
a R, = 3Cpre(baR,)
R, =3Opre(baR,)




V2: Symbolic Repeated Reachability

arnddb

Given a,beA, is there an infinite trajectory from a that visits b
infinitely often?

300G b




V2: Symbolic Repeated Reachability

arnddb

Given a,beA, is there an infinite trajectory from a that visits b
infinitely often?

300G b




V2: Symbolic Repeated Reachability

arddb

Given a,beA, is there an infinite trajectory from a that visits b
infinitely often?

. pre
2. Aa

>)I—I
SN

300G b




V3: Symbolic Nested Reachability

ando (ba3d b, AT by)

> Ny



V3: Symbolic Nested Reachability
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V3: Symbolic Nested Reachability
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V3: Symbolic Nested Reachability

andd (ba3dd by AT by)

30 b,

O (b A3 by AT by)
3 b,




V3: Symbolic Nested Reachability

andd (ba3dd by AT by)
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V3: Symbolic Nested Reachability

andd (ba3dd by AT by)

30 b,

ﬁ

O (b A3 by AT by)
3 b,




V4: Symbolic Negated Reachability

aAvO (-3 0)

Given a,b,ceA, can every trajectory from a to b be extended to c?




V4: Symbolic Negated Reachability

aAvO (-3 0)

Given a,b,ceA, can every trajectory from a to b be extended to c?

& A

\J

3O ¢




V4: Symbolic Negated Reachability

aAVvO(Db— 3O c)

Given a,b,ceA, can every trajectory from a to b be extended to c?
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V4: Symbolic Negated Reachability

aAVvO(Db— 3O c)

Given a,b,ceA, can every trajectory from a to b be extended to c?

~
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V4: Symbolic Negated Reachability

aAVvO(Db— 3O c)

Given a,b,ceA, can every trajectory from a to b be extended to c?

~
\J

E|<> (b AN —|E|<> C)

a/\—|E|<> (b/\—|E|<> C)

3O ¢




V4: Symbolic Negated Reachability

aAVvO(Db— 3O c)

Given a,b,ceA, can every trajectory from a to b be extended to c?

E|<> (b AN —|E|<> C)

LN~

A

\J




Four Symbolic Semi-Algorithms

Al: Close A under pre

Jp:=A
fori=1,2,3,..do
Ji =3 [{pre(R) | ReS;}

L
I
(L



Four Symbolic Semi-Algorithms

Al: Close A under pre
A2: Close A under pre, A a

Jp:=A
fori=1,2,3,.. do
R r(R>|Reo}
[{R a|Re\5 /E a2A }
until

N
I
L



Four Symbolic Semi-Algorithms

Al: Close A under pre
A2: Close A under pre, A a
A3: Close A under pre, A

Jp=A
fori=1,2,3,..do



Four Symbolic Semi-Algorithms

Al: Close A under pre

A2: Close A under pre, A a
A3: Close A under pre, A
A4: Close A under pre, A |\

Jp:=A
fori=1,2,3,..do

(o ._C"‘

‘SI |1 {pre(R) | RESi}
{R, A R, | R{,R,e3;}
{R

1\ Ry [ Ry,R€5;}



Four Symbolic Semi-Algorithms

Al: Close A under pre

A2: Close A under pre, A a
A3: Close A under pre, A
A4: Close A under pre, A, \

A, terminates (1 <k<4) =
symbolic model checking of V, terminates.




El:

Four State Equivalences

Reach Equivalence

41 =410z

Iff

if acA can be reached from q, in d steps,
then a can be reached from g, in d steps,
and vice versa.



El:
E2:

Four State Equivalences

Reach Equivalence

Trace Equivalence

41 =0,

Iff

if every finite trace from q, is afinite trace from q,,
and vice versa.












pre(a A pre(a))



Four State Equivalences

El:
E2:
E3:

Reach Equivalence
Trace Equivalence

Similarity
d:=3q, Iiff  if gq;simulates q,,
and vice versa.



g, Is simulated by q,
iff
there is a simulation relation S such that
1. S(a94,9)
2. if S(p,q) then
a. (8a2A) (p2a iff g2 a)

b. (8 p') (if p2 pre(p') then
(9 q) (a2 pre(q’) £ S(p'.9))))















Four State Equivalences

E1:
E2:
E3:
E4:

Reach Equivalence

Trace Equivalence

Similarity

Bisimilarity

g =,0, Iff if g, simulates g, via a symmetric

simulation relation (this is called
a bisimulation relation).
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Specification Logics:
Vi Reachability (Safety)

V2 Linear Temporal Logic (Liveness)
V3 Existential/Universal Branching Temporal Logic
V4 Branching Temporal Logic (Nonzenoness)

State Equivalences:

E1 Reach Equivalence
E2 Trace Equivalence
E3 Similarity

E4 Bisimilarity

Symbolic Semi-Algorithms:

A1 Closure under pre

A2 Closure under pre, A a
A3 Closure under pre, A
A4 Closure under pre, A , \



Symbolic

-
Semi-Algorithm Specification

Logic

iInduces

model checks

computes

State
Equivalence



Symbolic

-
Semi-Algorithm Specification

Logic

model checks

iInduces

d = q, Iiff for all
formulas ¢ of V,,

q,2oeiffg,? ¢

computes

If E, has finite index, then
State V, can be model-checked

Equivalence on finite quotient.



Symbolic
Semi-Algorithm

computes

A, terminates iff symbolic model checking
terminates for all formulas of V,.

All regions definable
by formulas of V,
are generated by A,.

Specification
Logic

model checks

nduces

di =q, iff for all
formulas ¢ of V|,

q,2oeiffg,? ¢

State
Equivalence

If E, has finite index, then
V, can be model-checked
on finite quotient.



A, terminates iff symbolic model checking
terminates for all formulas of V,.

Svmbolic All regions definable
Syt by formulas of V, Specification
Semi-Algorithm are generated by A,. Logic

model checks

iInduces

di =q, iff for all
formulas ¢ of V,,

q,2oeiffg,? ¢

computes

g, = q, iff for all
regions R computed
by A, g,eRiffg,eR

A terminates iff If E, has finite index, then
E, has finite index. State V, can be model-checked

Equivalence on finite quotient.



Four Classes of Symbolic Transition Systems

STST:

STS2:

STS3:

STS4:

pre closure terminates < Finite reach equiv =
Safety (3<>) decidable

(pre, A a) closure terminates <> Finite trace equiv =
Liveness (LTL) decidable

(pre, A ) closure terminates <> Finite similarity =
Existential/universal branching (3CTL, YCTL) decidable

(pre, A, \) closure terminates <> Finite bisimilarity =
Nonzenoness (CTL) decidable



Four Classes of Symbolic Transition Systems

STS1: pre closure terminates < Finite reach equiv =
Safety (3<>) decidable
Well-structured transition systems of Abdulla, Finkel et al.

STS2: (pre, A a) closure terminates < Finite trace equiv =
Liveness (LTL) decidable
Initialized rectangular hybrid automata

STS3: (pre, A) closure terminates < Finite similarity =
Existential/universal branching (3CTL, YCTL) decidable
2D initialized rectangular hybrid automata

STS4: (pre, A, \) closure terminates < Finite bisimilarity =
Nonzenoness (CTL) decidable
Initialized singular hybrid automata



Example: Singular Hybrid Automata

Q=B"xR"
Invariants and guards:

integral bounds, e.g. X;<7T A 1<Xx,52
Flows: constant slopes, e.g. Xy=1; x,=2
Jumps: integral assignments, e.g. X;:=0; X,:=95

A={x=c,c<x,<ctl|1<i<n,ceN,c<c,,}



(0,0)

(c

max?

C

max)

v



(0,0)

(CrriaysC

max? max)

3<x1<4 A X,=4

X1=3 A X,=3

1<X<2 A 2<X,<3

v



Example: Singular Hybrid Automata

Q=B"xR"
Invariants and guards:

integral bounds, e.g. X;<7T A 1<Xx,52
Flows: constant slopes, e.g. Xy=1; x,=2
Jumps: integral assignments, e.g. X;:=0; X,:=95

A={x=c,c<x<c+l|1<i<n,ceN,c<c,,}

Initialized: assignment when slope changes.




Special Case: Timed Automata

Q=B"xR"
Invariants and guards:

integral bounds, e.g. X;<7T A 1<Xx,52
Flows: clocks, e.g. Xy=1, x,=1
Jumps: integral assignments, e.g. X;:=0; X,:=95

A={x=c,c<x,<ctl|1<i<n,ceN,c<c,,}

Always initialized.




f: x'=1,x,=1
1:1: Xy =
2 X3 .=

v



f: x'=1,%x,'=1
1:1: Xy =
2 X3 .=

v



f: x'=1,x,=1
1:1: Xy =
2 X3 .=

v



f: x'=1,x,=1
1:1: Xy =
2 X3 .=




f: x'=1,x,=1
1:1: Xy =
2 X3 .=




v

(CrriaysC

max? max)

Finite bisimulation.

v

(0,0 X.
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f: xy'=1
1:1: Xy =
2 X3 .=

]
X5

2



f: x'=1,%x,'=2
1:1: Xy =
2 X3 .=




f: x'=1,%x,'=2
1:1: Xy =
2 X3 .=

v




v

f: xy'=1
1:1: Xy =
2 X3 .=

]
X5

R"



v

(CpryaysC

max? max)

Finite bisimulation. /

0,0) X

v



f: x'=1,%x,'=2 Observation, invariant,
Jio Xq 1= or guard: X1>X,
Jo: Xp 1=

v



f: x'=1,%x,'=2 Observation, invariant,
Jio Xq 1= or guard: X1>X,
Jo: Xp 1=

v




f: x'=1,%x,'=2 Observation, invariant,
Jio Xq 1= or guard: X1>X,
Jo: Xp 1=

v




f: x'=1,%x,'=2 Observation, invariant,
Jio Xq 1= or guard: X1>X,
Jo: Xp 1=

v




f: x'=1,%x,'=2 Observation, invariant,
Jio Xq 1= or guard: X1>X,
Jo: Xp 1=

v




f: x'=1,%x,'=2 Observation, invariant,
Jio Xq 1= or guard: X1>X,

v




v

Infinite bisimulation.

Observation, invariant,
X1>X,

or guard:




Example: Rectangular Hybrid Automata

Q=B"xR"
Invariants and guards:

integral bounds, e.g. X;<7T A 1<Xx,52
Flows: bounded slopes, e.g. X'y e[1,2]; x,=1
Jumps: integral assignments, e.g. X;:=0; X,:=5

A={x=c,c<x<c+l|1<i<n,ceN,c<c,,}

Initialized: assignment when slope bounds change.




f: x4'€[1,2]; x,'€[1,2]
1:1: X;:=0
Jor X,:=0

v



f: X{'€[1,2]; x,'e[1,2]
Jit Xq 0= 0
Jor X,:=0




f: X{'€[1,2]; x,'e[1,2]
Jit Xq 0= 0
Jor X,:=0



f: x4'€[1,2]; x,'€[1,2]
1:1: X;:=0
Jor X,:=0

v

R"



f: x4'€[1,2]; x,'€[1,2]
1:1: X;:=0
Jor X,:=0

v




J2

f: x4'€[1,2]; x,'€[1,2]

e V
=/



f: x4'€[1,2]; x,'€[1,2]
11 X;:=0

J2

Infinite bisimulation.




f: X{'€[1,2]; x,'e[1,2]
Jit Xq 0= 0
Jor X,:=0




f: X{'€[1,2]; x,'e[1,2]
Jit Xq 0= 0
Jor X,:=0




f: X{'€[1,2]; x,'e[1,2]
Jit Xq 0= 0
Jor X,:=0




f: X{'€[1,2]; x,'e[1,2]
Jit Xq 0= 0
Jor X,:=0




* f: x4'€[1,2]; x,'€[1,2]
1:1: X;:=0
Jor X,:=0

LI/
71




J2

f: x4'€[1,2]; x,'€[1,2]
1:1: X;:=0
Jor X,:=0

LI/
71




J2

f: x4'€[1,2]; x,'€[1,2]
1:1: X;:=0
Jor X,:=0

L/
s
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J2

f: x4'€[1,2]; x,'€[1,2]
1:1: X;:=0
Jor X,:=0

L/
s

L
7
s




f: x4'€[1,2]; x,'€[1,2]
1:1: X;:=0
Jor X,:=0

L/
s

L
7
s




f: x4'€[1,2]; x,'€[1,2]
1:1: X;:=0
Jor X,:=0

L/
s

L
7
s




f: x4'€[1,2]; x,'€[1,2]
1:1: X;:=0
Jor X,:=0

L/
s

L
7
s







f: x4'€[1,2]; x,'€[1,2]

(c

max?

C

max)

1:1: X;:=0
Jor X, =0
> X2
Finite simulation.
(0,0)

v



Summary

1. Separate local (region algebra) from global
(symbolic semi-algorithms) concerns

2. Appeal to quantifier elimination for the
computability of region operations
(e.g. polyhedral hybrid systems)

3. Appeal to finite abstractions for the termination
of symbolic semi-algorithms
(e.g. rectangular hybrid systems)



