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Program 

The symposium program consists of three plenaries and twelve invited lectures 
by international top-experts related to the area of networked cyber-physical 
systems. Apart from that there will be two panel sessions that address the 
question on the main research challenges within Net-CPS. In a poster session 
more junior researchers such as Postdocs may present the recent research and 
views on Net-CPS.  

Concretely, the program looks as follows, the list of plenary and invited speakers 
is provided below. 

 
Day 1 - September 19, 2016 

Time Program item 
  

9:00-9:15 Welcome, introduction of goals and objectives of the symposium 
9:15-10:15 Plenary lecture by Prof. Manfred Broy (TUM, Zentrum 

Digitalisierung.Bayern) 
Towards comprehensive models for connected cyber physical 
systems 

10:15-10:30 Coffee break 
10:30-12:00 Session 1: Verification of networked CPS 

1. Model checking and strategy synthesis for mobile autonomy: 
from theory to practice (Marta Kwiatkowska/ Univ Oxford)  
2. Towards the Symbolic Analysis of Networked Systems 
(Klaus Wehrle / RWTH Aachen Univ) 
3. Online Verification of Cyber-Physical Systems (Matthias Althoff/ 



TUM) 
  

12:00-13:30 Lunch and poster session 
13:30-14:30 Plenary lecture by Prof. Karl Hendrik Johansson (KTH, Sweden)  

on networked control for smart transportation systems 
14:30-15:00 Coffee break 
15:00-16:30 Session 2: Traffic system as networked CPS 

1. Formal Methods for Control of Traffic Networks (Calin Belta/ 
Boston Univ) 
2. Future Traffic Management: Towards a Cyber-Physical System 
Network (Markos Papageorgiou / Tech Univ Crete)  
3. Human Roles in CPS Networks: Toward a Classification and a 
Roadmap (Tariq Samad / Univ Minnesota) 

16:30-17:00 Coffee break 
17:00-18:00 Panel I 
 

Day 2 - September 20, 2016 

Time Program item 
  

9:00-9:15 Welcome note 
9:15-10:15 Plenary lecture by Prof. Werner Damm (Universität Oldenburg)  

Understanding systems of cyber-physical systems  
10:15-10:30 Coffee break 
10:30-12:00 Session 3: Electric energy system as networked CPS 

1. Toward a Unified Approach to Sustainable and Resilient Electric 
Energy Systems-- Modeling, Control and Testbeds (Marija Ilic / 
Carnegie Mellon Univ) 
2. Real-Time Control of Electrical Distribution-Grids (Jean-Yves Le 
Boudec/ EPFL) 
3. Challenges in simulating future energy systems (Antonello 
Monti/ RWTH Aachen Univ) 

12:00-13:30 Lunch and poster session 
13:30-15:00 Session 4: Control and security in networked CPS 

1. Security problems of networked cyber-physical systems as 
centrality-based zero-sum games (Ming Cao/ Univ Groningen) 
2. Predictive Control Methods for Networked Cyber-Physical 
Systems (Daniel Quevedo/ Univ Paderborn) 
3. CPS with Mixed Time- and Event-Triggered Communication 
(Samarjit Chakraborty/ TUM) 

15:00-15:30 Coffee break 
15:30-16:30 Panel II 
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Interdisciplinary Research Center on Critical Systems Engineering for Socio-
Technical Systems. He is a member of acatech, the German National Academy 
of Science and Engineering. Since the beginning of 2015 he is engaged as a 
director in the working group “highly automated systems” and, in the framework 
of acatech pushing on autonomous driving. Moreover he is a member of the 
Scientific Advisory board of the strategical project FAST – zwanzig20-
Partnerschaft für Innovation” of the Bundesministerium für Bildung und 
Forschung in Germany since 2014. As a member of the steering board he 
contributed similarly to the Automotive Roadmap Embedded Systems and to the 
Acatech-Survey “New autoMobility– the future World of Automated Road Traffic” 
published by the end of 2015. Since 2016 he is member of the working group 
“Autonomous Systems in Rail and Road” of the Hightech-Forum “Autonome 
Systeme” of the Federal Government. 

He is a member of the Board of Directors of the Applied Research Institute 
OFFIS, and the Chairman of the German competence cluster SafeTRANS, 
integrating leading companies and research institutes in the transportation 
domain, the co-founder and member of the steering board of the European 
Institute for Complex Safety Critical Engineering EICOSE, the Chairman of the 
Artemis Working Group Tool Platforms. 

Werner Damm has been a member of various expert groups of the European 
Commission and the US National Science Foundation, notably on the topics of 
future strategies for Systems-of-Systems in Europe, and on Cyber-Physical 
Systems in the Transportation domain in the US. 

His recent foundational research addresses mathematical models of embedded 
systems, systems-of-systems, and cyber physical systems, specification 
languages, hybrid systems, formal verification methods, formal synthesis, and 
real-time and safety analysis. This is complemented by applied research with 
industrial partners in avionics, automotive, space, and medical systems on 
system-and-safety development processes for safety related systems, where he 
pioneered contract-based systems engineering for functional requirements, 
safety and timeliness requirements, and stability requirements, the use of 
patterns for capturing such contracts, and tools for automatic test generation, 
consistency checking, and virtual integration testing based on formalized 
contracts. 

Title Understanding systems of cyber-physical systems 

Abstract: What can cause a System of Cyber-Physical Systems (SoCPS) to fail? 
Can we design a conceptual model of SoCPS that is able to explain the key 
categories of failures and hence allows to analyse, whether a given design 
expressed in this conceptual model is robust against such failures? Can we in 
fact define generically a formal mathematical semantics of this conceptual model 
allowing rigourous verification of the robustness of such systems in achieving 
their objectives even in the presence of such failures?  
Given that SoCPS represent the essence of Smart Systems (such as smart grid, 
smart transportation, smart production, smart health, smart city), answering these 
questions is of extreme relevance. We discuss the key ingredients of the model 



drawing on example of crisis management systems and autonomous driving, and 
provide a game-theoretic foundation in a setting based on dynamically 
communicating, hierarchical, probabilistic hybrid automata reflecting the 
capabilities of humans and technical systems to achieve prioritized objectives 
expressed in a first-order timed variant of linear time temporal logic.  
 
The talk is based on joint work with Alberto Sangiovanni-Vincentelli, UCB. 
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Title: Toward a Unified Approach to Sustainable and Resilient Electric Energy 

Systems-- Modeling, Control and Testbeds  

Abstract  

In this talk we present the changing objectives of the electric energy systems as 

complex dynamical systems. We briefly provide the basic landscape in the 

industry first. We take a broader look at the objectives of deploying cyber into 

these physical systems in light of viewing them as general socio-ecological 

systems (SES). We highlight that in the approach taken by late Elinor Ostrom on 

how one can assess sustainability of a complex SES, key metric concerns 

interactions between different system members. Motivated by her work, we 

discuss modeling of dynamical interactions within a physical electric power 

system. We highlight that existence of such physical interaction variables can be 

proven from the most general conservation laws between any component and 

the rest of the system. This becomes the basis for proposing a transformed state 

space for general modeling of electric energy systems; the lowest component 

level is modeled in terms of technology-specific physical variables, and local 

control design is done so that the interaction variable dynamics with the rest of 

the system is as specified. The higher-level model which captures dynamics of 

the interactions within an interconnected system and does not have to know the 

details about the internal variables of individual (groups of) component(s). Once 

this is understood it becomes straightforward to define what must be exchanged 

in electricity markets, and one can interpret distributed bidding and market 

clearing using this higher level model only. In this sense electricity markets could 

and should become technology agnostic. Similarly, it becomes possible to design 

protocols/standards for cyber design to enable robust/resilient system operation 

over broad ranges of operating conditions and equipment status. In closing, our 

Smart Grid in a Room Simulator (SGRS) under development at CMU in 

collaboration with NIST is fundamentally based on this multi-layered modeling. 

As such it sets the basis for simulating electricity markets, their effects on 

physical system response. We have used it now over several years for 

demonstrating novel control concepts introduced by several doctoral students at 

CMU.  
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increasingly prominent and the successful operation of the net-CPS systems (or 
systems of systems) becomes critically dependent on the people in (and in some 
cases out) of the loop. Humans in large-scale CPSs are heterogeneous in many 
ways, and in developing a taxonomy or ultimately science of networked CPSs 
this heterogeneity must be understood and modeled. I will discuss a 
categorization consisting of the following: Human-machine symbiosis, humans as 
operators of complex systems, humans as agents in multi-agent teams, and 
humans as elements within controlled systems. Examples will be presented and 
the state of the art and practice assessed. I will also attempt to lay out next steps 
in each of these dimensions--these could be elaborated into a roadmap with CPS 
community contributions if deemed useful. I will conclude with some comments 
on the human role (or lack thereof?) in CPS autonomy. 

________________________________________________________________ 
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thus increasingly vulnerable to attack by malicious adversaries. With 
consequences ranging from costly inefficiencies to catastrophic failures, it is 
critical to understand how to secure these networks against such attacks. 
Recently the use of tools from social network analysis, such as centrality 
measures, is starting to gain traction, and along this line of research, we 
formulate a network security problem as a zero-sum game between an attacker 
who tries to disrupt a network by disabling one or more nodes, and the nodes of 
the network who must allocate limited resources in defense of the network. The 
key idea is to use several network centrality measures from social network study 
to characterize the utility of the zero-sum game. We first present a fast 
centralized algorithm that uses a monotonicity property of the utility function to 
compute saddle-point equilibrium strategies for the case of single-node attacks 
and single- or multiple-node defense. We then extend the approach to the 
distributed setting by computing the necessary quantities using a finite-time 
distributed averaging algorithm. For simultaneous attacks to multiple nodes the 
computational complexity becomes quite high, so we propose a method to 
approximate the saddle-point equilibrium strategies based on a sequential 
simplification. 
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COMMELEC. It uses a hierarchy of controllers, where only the lower-level 
controllers interact with the physical resources. The controllers communicate by 
exchanging explicit setpoints (from top to bottom) and advertisements (from 
bottom to top); they use an abstract protocol that hides the specificity of physical 
resources. We describe how the framework achieves the goals of: real-time 
operation, management of uncertainty, separation of concern and composability. 
The framework is deployed at EPFL on a real-scale microgrid that implements a 
CIGRE benchmark.   

Joint work with Prof. Mario Paolone of EPFL. 
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a variety of Vehicle Automation and Communication Systems (VACS) that are 
expected to revolutionise the features and capabilities of individual vehicles 
within the next decades. If exploited appropriately, the emerging VACS may 
enable sensible novel traffic management actions aiming at mitigating traffic 
congestion and its detrimental implications. This creates yet another complex 
cyber-physical system network, potentially comprising a high number of vehicles 
connected with each other (V2V) and with the road infrastructure (V2I). The 
presentation starts with a brief introduction to the rationale and impact of traffic 
management, along with an overview of expected changes in the years and 
decades to come. Existing, planned and emerging VACS, which have an impact 
on the traffic flow characteristics, are discussed and classified; and potential 
implications for future traffic management are presented. Related research needs 
and specific tasks and challenges are identified and commented. Some relevant 
results from the ERC advanced project TRAMAN21, referring to traffic state 
estimation, system architecture, local and network-wide control tasks and 
approaches, are briefly outlined. 
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Abstract: Many embedded control systems have distributed implementations, in 
which sensor values and control signals have to be communicated over shared 
communication buses. The participants sharing the bus along with the bus 
protocol being used determine the delay suffered by the control signals, which in 
turn affect stability and control performance. Two broad classes of 
communication protocols exist, which are based on either the time-triggered or 
the event-triggered paradigms. While the former results in more deterministic 
communication and is hence easier to use when guarantees on stability and 
control performance are required, the latter has several advantages like better 
bus utilization and easier extensibility. This has also resulted in hybrid protocols 
that combine the event- and time-triggered paradigms. However, there has been 
little work on how to exploit such hybrid protocols when designing control 
algorithms, in order to utilize the benefits of both the communication paradigms. 
In this talk we will discuss this problem and propose some promising research 
directions that involve the co-design of control strategies and communication 
protocols.  
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issues.  
This talk will present the first steps towards a new methodology based on 
Symbolic Execution that aims at combining the benefits of model checking 
(rigorous exploration) and of dynamic software testing (analyzing real systems' 
code) to enable a thorough analysis and prediction of the behavior of networked 
systems.  
The talk presents KleeNet, the first symbolic analysis tools for network input and 
discusses the path towards the analysis of temporal uncertainty in network 
interactions.  
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(uncontrollable) environment (Player 2). When, additionally, stochastic 
uncertainty is present, e.g., due to unreliable communication media or faulty 
components, we need to consider stochastic games. Examples of such systems 
appear in many domains, from robotics and autonomous transport, to networked 
and distributed systems. To specify objectives, we work with probabilistic 
extensions of temporal logic, which can reason about the probability or 
expectation of an event. Given a stochastic game and a probabilistic temporal 
logic property, verification and strategy synthesis problems, respectively, focus 
on the existence and construction of a winning strategy for Player 1 that 
guarantees satisfaction of the property against all strategies of Player 2. This 
lecture will give a high-level overview of recent advances in verification and 
strategy synthesis for turn-based stochastic games with single and multiple 
objectives implemented in PRISM-games 
(http://www.prismmodelchecker.org/games/), an extension of the PRISM model 
checker. The techniques will be illustrated with examples drawn from 
autonomous driving and smartgrid protocols.  
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Abstract: Imagine you are riding in the future in an autonomous vehicle that 
faces a situation that has not been foreseen by a designer. You will hope that the 
vehicle ”does the right thing”, but since this is an untested situation, nobody can 
guarantee that you will be safe when the current state-of-the-art in verification 
techniques has been applied. I propose a new verification concept that can 
ensure safety with respect to giben assumptions and specifications in 
unforeseeable situations: Instead of verifying the correctness of a system before 
deployment, I propose to verify the system online where the system continuously 
checks the correctness of its next action in 
the current environment. Since all future autonomous systems will have a tight 
interconnection of of computing and physical elements, I will develop online 
verification for this class of systems, which are also referred to as cyber-physical 
systems. In order to prove correct behavior, I will use formal verification 
techniques based on reachability analysis. Results will be primarily demonstrated 
for automated driving and to a lesser extent to human-robot collaborative 
manufacturing and smart grids. 
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