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“ Architecture Dr. Cukier’s Research

*  Gaining situational awareness on

. Goal: quantification of computer security

large networks: . Empirical studies using all security related data
—  What servers are deployed? ‘ R collected on the UMD network
—  Are there rogue services? Operator Colaboraton Features o Research projects examples:

- Profiling attacker behavior following SSH compromises
- Analyzing Intrusion Prevention System Event Data
- Honeypot Architecture for Network Threats Quantification
* . Pl of NSF REU Site on computer security
sig (collaboration with Women in Engineering)

. Funded by NSF, DARPA, AT&T, Raytheon

Visualize, Filter,
Drill-down

*  Visualizing network traffic at
various granularities
Back-end Intrusion

Contributions
Detection

* Netflow-based client/server
detection
— Heuristics and Bayesian inference

Nfsen/Nfdump Framework
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