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Hardware Trojan Detection
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Results
 Detect three kinds

* Accuracy > 99.6%

* False positive <1%

Hardware |IP Protection
1.1C supply chain attack 3. Logic Locking
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Side-channel Attack on Emerging Technology

1. Magnetic Tunnel Junction 3. Proposed Power Model
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Spin polarized current can switch states
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LP Based Attack on Physical Unclonable Functions
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(a) Comparison of the number of known CRPs
needed. Blue (upper) curve: our approach; red
(lower) curve: ML approach.

1.0
| F

Time (1000 s)

CLOCK{)}LD,, . . S - : : L S : : (b) Comparison of the amount of time needed.
RESET R/W DONE -3 -2 -1 0 1 2 3 Blue (upper) curve: our approach; red (lower)

curve: ML approach.

_L_%Wbed Ball

Chebk‘hev Centex

Prediction Rate

INTELLIGENT DEPENDABLE
O EFFICIENT & ADAPTABLE
EIeCIronIC SYSIELRSdD



