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How can we design computers that are

guaranteed to interact correctly with the

physical world?
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Hybrid Systems Analysis: Train Control

“Time is defined so that motion looks simple” [Henri Poincaré]
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(control decisions)

© More than computers: no NullPointerException #  safe
@ More than physics: braking control v < 2b(MA — z) # safe
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© Joint dynamics requires: s8>V 4 . o S
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Hybrid Systems Analysis: Train Control

“Time is defined so that motion looks simple” [Henri Poincaré]
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Hybrid Systems

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(contrt‘)/I decisions)

z « SB = MA ;
[VI\/IA 3SB “train always safe”]
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Numerical Image Computation
LB

Numerical
R-Turing Machine

. ...~.".'
GR P(x)

André Platzer and Edmund M. Clarke.
The image computation problem in hybrid systems model checking.
HSCC, vol. 4416 of LNCS, 473-486. Springer, 2007.
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Numerical Image Computation

Proposition (Image computation undecidable numerically for. .. )

@ arbitrarily effective flow p € C k (D CR",R™); D, B effective

@ tolerate error € > 0 in decisions

André Platzer and Edmund M. Clarke.
The image computation problem in hybrid systems model checking.
HSCC, vol. 4416 of LNCS, 473-486. Springer, 2007.
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Hybrid Systems Analysis is Important for ...

T
far ST neg SB cor MA
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@ Motivation

@ Differential Dynamic Logic dC
@ Design Motives
@ Syntax
@ Semantics

© Verification Calculus for Differential Dynamic Logic d.
@ Compositional Proof Calculus
@ Deduction Modulo by Side Deduction
@ Deduction Modulo with Free Variables & Skolemization
@ Soundness and Completeness

© Survey

© Conclusions
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Outline (Conceptual Approach)

9 Differential Dynamic Logic dC
@ Design Motives
@ Syntax
@ Semantics

André Platzer (CMU) 7/21


http://symbolaris.com/meta/andre.html

dL Design: The Logic of Hybrid Systems

differential dynamic logic

dc = DL + HP — e

L I r s
far ST neg SB  cor MA
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dL Design: Regions in First-Order Logic

differential dynamic logic Q
dC = FOLg —_—
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differential dynamic logic Q
dC = FOL
I B - T

far ST neg SB  cor MA
v
v<l1
\ Z
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dL Design: Regions in First-Order Logic

differential dynamic logic /B

dL = FOLg — —
I far S']l“ neg S]r?) cor MA‘
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P
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dL Design: Regions in First-Order Logic
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differential dynamic logic /B
dC = FOL
R B - T

far ST neg SB  cor MA
v
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| z
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dL Design: Regions in First-Order Logic

RBC

differential dynamic logic /B
dC = FOL
R = : =

far ST neg SB  cor MA
v
VYMA3SB . .. v <1V v2<2b(MA-—z)
=
VE>0 ... | « Z
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dL Design: State Transitions in Dynamic Logic

differential dynamic logic /B
dﬁ = FOLR -|— 5;:5:' \\\\‘\

. - .
far ST neg SB cor MA
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dL Design: Hybrid Programs as Uniform Model

differential dynamic logic
dC = FOLg + DL + HP

~
hybrid program

Initial
condition
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dL Design: Hybrid Programs as Uniform Model

differential dynamic logic /B
dC = FOLg + DL + HP — _

hybrid program OV2 < 2b
System
dynamics
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dL Design: Hybrid Programs as Uniform Model

differential dynamic logic A
dC = FOLg + DL + HP — _

hybrid
System Post
dynamics condition
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dC Design: What about Hybrid Automata?

differential dynamic logic /B
dC = FOLg + DL + HP — _

v2<2b..
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dC Design: What about Hybrid Automata?

differential dynamic logic /B
dC = FOLg + DL + HP — _

> (@)

(not compositional J
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Differential Dynamic Logic dZ: Syntax

Definition (Hybrid program «)

x' = f(x) (continuous evolution)

x 1= f(x) (discrete jump) _
if(x)welse (conditional execution) ~ ( Jump & test
a; B (seq. composition)

aup (nondet. choice) Kleene algebra
a* (nondet. repetition)
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Differential Dynamic Logic dZ: Syntax

Definition (Formulas ¢)

-, AV, =, Vx,3x, =<, +,- (R-first-order part)
[a]d, (a)o (dynamic part)

SB> ... — [(ctrl;drive)"]z < MA

RBC

All trains respect MA e r b
RBC partitions MA f ST neg  SB cor MA
= system collision free
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http://symbolaris.com/meta/andre.html

Differential Dynamic Logic dZ: Transition Semantics

Definition (Hybrid programs «: transition semantics)

aaD o

W) = [,
and w(z) = v(z) for z # x
t

4 X
®* ->0
<

()
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Differential Dynamic Logic dZ: Transition Semantics

Definition (Hybrid programs «: transition semantics)

o
X
oV no change |fv|:X_
otherwise no transition
; t
0
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Differential Dynamic Logic dZ: Transition Semantics

Definition (Hybrid programs «: transition semantics)

@ if v E£x

a=bd O

otherwise no transition
t

X
|ov no change if v = x
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Differential Dynamic Logic dZ: Semantics

Definition (Formulas ¢)

a=bd O
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Differential Dynamic Logic dZ: Semantics

Definition (Formulas ¢)

Qa-span
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Differential Dynamic Logic dZ: Semantics

Definition (Formulas ¢)

Qa-span

a=bd O

compositional semantics = compositional proofs!

André Platzer (CMU) 1 /21
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Safe Switching in Hybrid Systems
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Safe Switching in Hybrid Systems
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Safe Switching in Hybrid Systems
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Outline (Verification Approach)

© Verification Calculus for Differential Dynamic Logic d.
@ Compositional Proof Calculus
@ Deduction Modulo by Side Deduction
@ Deduction Modulo with Free Variables & Skolemization
@ Soundness and Completeness
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Proof Calculus for Differential Dynamic Logic
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Proof Calculus for Differential Dynamic Logic

0
ok o x:=0 0

(x:=0)¢

x' = f(x)
20 {x 1=y (1)) ®—>@
X' =f(x))o



http://symbolaris.com/meta/andre.html

Proof Calculus for Differential Dynamic Logic

x:=0
=09 ®—’@
x' = f(x)
3t>0 (x := yx (1)) ®—j@
X = ()

x 1= yx(t)
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Proof Calculus for Differential Dynamic Logic

compositional semantics = compositional rules!
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Proof Calculus for Differential Dynamic Logic
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Deduction Modulo Real Arithmetic

RBC

T T
far ST neg SB cor MA

Fv>0Az<MA— (Z=v,v =-b)z> MA
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Deduction Modulo Real Arithmetic

RBC

T T
far ST neg SB cor MA

v>0,z<MAF 3t>0(z:= -3t + vt +2z)z > MA
v>0,z<MAF (Z=v,vV =-b)z> MA
Fv>0Az<MA— (Z=v,v =-b)z> MA
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Deduction Modulo Real Arithmetic

RBC

T T
far ST neg SB cor MA

[Collins/Tarski QE not applicable!]

v20,2<MAI—EItZO<z::—§t2+vt+z>z>MA
v>0,z<MAF (Z=v,vV =-b)z> MA
Fv>0Az<MA— (Z=v,v =-b)z> MA
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Deduction Modulo (Side Deduction)

RBC

T T
far ST neg SB cor MA

v>0,z<MAFt>0A(z:=—2t°+vt+2z)z > MA
start
side
v>0,z<MAF 3t>0(z:= -3t + vt +2z)z > MA
v>0,z<MAF (Z=v,vV =-b)z> MA

Fv>0Az<MA— (Z=v,v =-b)z> MA
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Deduction Modulo (Side Deduction)

RBC

Frr T —
far ST neg SB cor MA

v>0,z<MAF 2124 vt+2z> MA
v>0,z< MAF t>0 v>0,z< MAF <z:=—§t2+vt+z>z>M
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RBC
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Deduction Modulo (Free Variables for Automation)

RBC

T T
far ST neg SB cor MA

v>0,z<MAF 3t>0(z:=—2t" + vt + z)z>MA
v>0,z<MAF (Z=v,v =-b)z> MA
Fv>0Az<MA— (Z=v,v =-b)z>MA
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Deduction Modulo (Free Variables for Automation)

RBC

T T
far ST neg SB cor MA
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Deduction Modulo (Free Variables for Automation)

F(X<S)
FVs(X <s)
FdxVs(x <s)
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F(X<S)
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FdxVs(x <s)

André Platzer (CMU) 17 /21


http://symbolaris.com/meta/andre.html

Deduction Modulo (Free Variables for Automation)

FQE(VSIX(X < 5)) F QE(IXVYS(X < 5))
F(X<S)
FVs(X <s)
FdxVs(x <s)
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Deduction Modulo (Free Variables for Automation)

true false

F QE(VS3IX(X < S)) F QE(ZXVS(X < S))
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Deduction Modulo (Free Variables & Skolemisation)

[Skolemisation S(X)]

false
FQE(XYS(X < 9))
F (X < 5(X))
FVs(X <s)
FdxVs(x <s)
false!
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Soundness and Completeness

Theorem (Relative Completeness)

dL calculus is a sound & complete axiomatisation of hybrid systems
relative to differential equations.

André Platzer.
Differential dynamic logic for hybrid systems.
J. Autom. Reas., 41(2):143-189, 2008.
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Soundness and Completeness

Theorem (Relative Completeness)

dL calculus is a sound & complete axiomatisation of hybrid systems
relative to differential equations.

Corollary (Proof-theoretical Alignment)

verification of hybrid systems = verification of dynamical systems!

Corollary (Compositionality)

hybrid systems can be verified by recursive decomposition

André Platzer.
Differential dynamic logic for hybrid systems.
J. Autom. Reas., 41(2):143-189, 2008.
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Conclusions

differential dynamic logic

dC = DL + HP

.
@ Logics for hybrid systems ac KeYmaera
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@ Compositional proofs s w8 et i T i
@ Sound & complete / ODE ] — ol -
9:Closed goal (5B 1= (v¥/(2%b) + (A/b+1)*(A/2 " ep’+ep = v));
. . . . © [ Use Case . i (zm <=SB ;
o Differential invariants o ma e R
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. @ 40:Eliminate Universal Quantifiers M-Sl A b A e A S
@ Theory+practice+apps PO | A
o Distributed hybrid systems .t
. . K Strategy: Applied 53 rules (1.4 sec), closed 4 goals, 0 remaining
@ Stochastic hybrid systems *
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Differential Dynamic Logic dZ: Formal Semantics

Definition (Kripke state)
v:V =R with set of variables V
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Differential Dynamic Logic dZ: Formal Semantics

Definition (Formulas ¢)

v = [a]e <= wl=¢ forall wwith (v,w) € p(a)
vE(a)p <= wlE¢ forsome w with (v,w) € p(a)

Definition (Hybrid programs «)

p(xX' =1f(x)) = {(p(0),(r)) : ¢ = x" = f(x) for duration r}
(v,w) € p(x:=0) <= w=v[x — [0],]
p(x) = {(v,v) : vEX}
plauy) = pla)Up(v)
pla;y) = pla)op(v)
(v,w) € p(a*) <= thereis y ;La)) vi p(_a? VA M w
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Differential Dynamic Logic dZ: Formal Semantics

Definition (Hybrid programs «)
p(xX'=1f(x)) = {(p(0),¢(r)) : ¢ = x' = f(x) for duration r}
with |[XI]]cp( dgo(t)(x) (C)
o thereis ¢:[0, r] — States W|th ©(0) = v, p(r) =

@ [x], () is continuous in ¢ on [0, r]

dl[X]lcp(t)(C) |[f(x)]]qo(4) for ¢ € (0,r)
A |[}’]|so(C) = |[y]]v otherwise

t
/

0
x' = f(x)

André Platzer (CMU) 21 /A
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Soundness 2

Proof (Soundness).

o x' = f(x)
@ Side deductions

@ Free variables & Skolemisation

O
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Incompleteness ‘

Proof (Incompleteness).

Discrete fragment:

(x:=x+1)")x=n

+1 +1 +1 +1 +1

s, s, s, S, S
7 7 7 7 7

Continuous fragment:

(" =—s, 7 =1)(s=0AT=n) ~» s =sin

O
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Incomplete! But are we missing proof rules? ‘
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Incomplete! But are we missing proof rules? ‘

hybrid-d( /datag ?7?

Cook,Harel:  discrete-DL /datay
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Sources of Incompleteness ‘

SN\l - O
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Sources of Incompleteness ‘

Sl O

continuous discrete
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Sources of Incompleteness ‘

S - O

continuous discrete repeat
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Relative Completeness ‘
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Relative Completeness ‘
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Relative Completeness ‘

Theorem (Relative Completeness)

dl calculus is complete relative to first-order logic of differential equations.

E ¢ iff Tautrop gb

where FOD = FOLg + [x] = 01,...,x,, = 0,]F
M " J_Ll—l_lj_‘ ’ @
continuous discrete repeat
4
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Relative Completeness ‘

Theorem (Relative Completeness)

dl calculus is complete relative to first-order logic of differential equations.
Eo¢ iff Tautpop - @

where FOD = FOLg + [x] = 01,...,x,, = 0,]F

S O

Cook,Harel: discrete-DL /data P.:  hybrid-dC/differential equations
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Relative Completeness ‘

Theorem (Relative Completeness)

dl calculus is complete relative to first-order logic of differential equations.

E ¢ iff Tautrop F @

where FOD = FOLg + [x] = 01,...,x,, = 0,]F
)
Corollary (Proof-theoretical Alignment)
verification of hybrid systems = verification of dynamical systems! J
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Relative Completeness ‘

Theorem (Relative Completeness)

dl calculus is complete relative to first-order logic of differential equations.

E ¢ iff Tautrop gb

where FOD = FOLg + [x] = 01,...,x,, = 0,]F
0
Corollary (Deductive Power)
dC calculus is supremal hybrid verification technique J
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http://symbolaris.com/meta/andre.html

Relative Completeness Proof

Eo¢ iff Tautpop b ¢
where FOD = FOLg + [x] = 01,...,x), = 0,]F

Proof (Relative Completeness, 10 pages).

@ Strong invariants and variants expressible in dC

@ dL expressible in FOD

@ valid dL formulas d£-derivable from corresponding FOD axioms
@ finite FOD formula characterising unbounded hybrid repetition
© FOD characterises R-Godel encoding

O First-order expressible & program rendition:
for each ¢ thereis F € FOD F ¢ +» F

@ Propositionally & first-order complete
@ Relative complete for first-order safety F — [o]G
O Relative complete for first-order liveness F — (o) G

André Platzer (CMU)
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Relative Completeness Proof

where FOD = FOLg + [x] = 01,...,x,, = 0,]F

Proof (R-Godel encoding).

FOD characterises constructive bijection R — R?
X
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Relative Completeness Proof

where FOD = FOLg + [x] = 01,...,x), = 0,]F

Proof (R-Godel encoding).

FOD characterises constructive bijection R — R? not differentiable!
X
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Relative Completeness Proof

where FOD = FOLg + [x] = 01,...,x), = 0,]F

Proof (R-Godel encoding).

FOD characterises constructive bijection R — R?

= 0.3132 000

- b
Z (22:+1 22:+2> O.a1byazby ..
=0.biby... =0

M|c~ M|m
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Relative Completeness Proof

where FOD = FOLg + [x] = 01,...,x), = 0,]F

Proof (R-Godel encoding).

FOD characterises constructive bijection R — R?

—'0.3132...

— bi
Z (22:+1 22:+2> O.a1byazby ..
-0

M|c_- M|m

—0b1b2

"=z & (x:=17:=0;X=xIn2A7T =1)(t=nAx=2)
In2=z < (x:=17:=0xX=xA7T =1)(x=2AT7=2)

André Platzer (CMU)
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Differential Algebraic Dynamic Logic DAL
(7 g y g
@ Air Traffic Control
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Air Traffic Control ‘

Verification?
looks correct
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Air Traffic Control «

N
\
>
/

Verification?

looks correct NO!
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Air Traffic Control «

S
Y2
0
w
T2 %ﬁ €
Il d Il
T Y1
x{ = —vi+vacost + wxp
Xy = va sin v — wxq
W= w—w

Verification?
looks correct NO!
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Air Traffic Control «

3
Y2
0
w
T2 %ﬁ €
1 d 1
T Y1
x| = —Vvi+vacost) + wxo
xé = Vo sin 1 — wxy
¥ = w—w

Example (“Solving” differential equations)

xi(t) = — (Xlww €os tw — Vow cos tw sin ¥ + vow cos tw cos tww sin ¥ — viwo sin tw
ww

+ XoWoT SN tw — Vaw €os 1Y €os oo sin tw — vowV 1 — sin Y2 sin tw
+ vow cos ¥ cos tw sin two + vow sin ¥ sin tw sin tw) ...
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Air Traffic Control «

3
Y2
0
w
T2 %ﬁ €
1 d 1
T Y1
x| = —Vvi+vacost) + wxo
xé = Vo sin 1 — wxy
¥ = w—w

Example (“Solving” differential equations)

V>0 — (xlww €os tw — Vow €os tw sin ¥ + vow cos tw cos tw sin 1 — vy sin tw
ww

+ Xowwo Sin tw — Vaw €os Y cos tw sin tw — vwV 1 — sin 92 sin tw
+ vow cos ¥ cos tw sin two + vow sin ¥ sin tw sin tw) ...
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Differential Invariants for Differential Equations

“Definition” (Differential Invariant)

“Formula that remains true in the direction of the dynamics”

/o

£t

1

4
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*,If\\\\\k‘,////
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André Platzer (CMU) 21 /A


http://symbolaris.com/meta/andre.html

Differential Invariants for Differential Equations

“Definition” (Differential Invariant)

“Formula that remains true in the direction of the dynamics”
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Differential Invariants for Differential Equations

“Definition” (Differential Invariant)

“Formula that remains true in the direction of the dynamics”
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

André Platzer.
Differential-algebraic dynamic logic for differential-algebraic programs.
J. Log. Comput., 35(1): 309-352, 2010.
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

Fx—=F)

X — FE[xX =0AX]|F
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

) <
F(x— F) F(=FAx—FL)
X — FE[xX =0AX]|F [X =0AN=F]xF (xX=0AXx)F

André Platzer (CMU) LA
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

s
SN

F(x— F) F(=FAx 3 FL)

X — Ft[x —9/(},&\ [xy/ =0AX)F

[Total differential F’ of formulas?]
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Differential Induction for Aircraft Roundabouts

Fx{ =di,d{ = —wda, x5 = do, dy = wd, .]J(x1 — y1)* + (x2 — y2)* > p°
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Differential Induction for Aircraft Roundabouts

2 2 2 —
N N e G S e 74

Ox1 Ixo 2 = 9x1 1

Fq =di,dp = wdz,Xz =do,dy =wdy, . J(x1 —y1)° + (x2 — y2)* > p

N
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Differential Induction for Aircraft Roundabouts

2 2 2 —
N N e g S e 74

Ox1 Ixo 2 = 9x1 1

Fq =di,dp = wdz,Xz =do,dj =wdy, . J(x1 —y1)° + (x2 — y2)* > p

N
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Differential Induction for Aircraft Roundabouts

2 2 2 _vlI2 2
P N = A = T N
+ [Xl d17d1 WanX2 - d2?d2 _Wdlw'](xl —Y1)2+(X2—Y2)2 > p
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Differential Induction for Aircraft Roundabouts

F20a —y1)(di —e1) +2(x2 — y2)(d2 — &) >0
15) x 2 Ol|x 2 o x 2 A||x—yl? ap?
I P S ORI Y TEST NS F
= [X1 d1, di = —wda,x; = dz, dy = wdy, (1 —y1)*+ (e —y2)° > p
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Differential Induction for Aircraft Roundabouts

F20a —y1)(di —e1) +2(x2 — y2)(d2 — &) >0
15) x 2 Ol|x 2 o x 2 A||x—yl? ap?
I P S ORI Y TEST NS F
= [X1 d1, di = —wda,x; = dz, dy = wdy, (1 —y1)*+ (e —y2)° > p
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Differential Induction for Aircraft Roundabouts

F20a —y1)(di — e1) + 202 — y2)(do — &) > 0

3|IX yII2 BIIX —y|? <9||X yII2 Allx=yl? ap?
F di + 5y, €1+ d> + 5, egzaxldl...

= [X1 d1, di = —wdb,xb = dz, d5 = wdi, . J(x1 — y1)? + (2 — y2)? > p?
Yy N
e |
4 ‘J A
=
Rpa
LFdf = —wdr,e] = —wex, xh = do,ds = wdi,.]di — e = —w(x2 — y2)

André Platzer (CMU) 21 /A


http://symbolaris.com/meta/andre.html

Differential Induction for Aircraft Roundabouts

F2(x1 —y1)(~wle — y2)) + 20 — y2)w(xs —y1) 20

F20a —y1)(di — e1) + 202 — y2)(do — &) > 0

2 2 2 —_vlI2 2
T 7 I =T O Ty

Iy Vo =
= [X1 d1, di = —wdb,xb = dz, d5 = wdi, . J(x1 — y1)? + (2 — y2)? > p?
y
e |
= Q
Rpa
LFdf = —wdr,e] = —wex, xh = do,ds = wdi,.]di — e = —w(x2 — y2)
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Differential Induction for Aircraft Roundabouts

F2(x1 —y1)(—wlxe — y2)) + 202 — y2)w(x1 —y1) > 0

F20a —y1)(di — 1) + 202 — y2)(d2 — €2) > 0

3|IX yII2 BIIX —y|? <9||X yII2 Allx=yl ap?
F di + 5y, €1+ d> + 5, egzaxldl...

H [X1 d17d1 o‘-)dQ)X2 - d27d2 —Wdl,..](X]_ —}/1)2+(X2—Y2)2 > p

d(di—e1) y1 d(dl—el) 7 Owle—y2) s Owlxa—y2) s
F Ody dl dey el _ Oxo X2 dys Y 2

LFdf = —wdr,e] = —wex, xh = do,d} = wdy,.]Jdi — 1 = —w(x2 — y2)

André Platzer (CMU) 21 /A
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Differential Induction for Aircraft Roundabouts

F2(x1 —y1)(—wlxe — y2)) + 202 — y2)w(x1 —y1) > 0

F20a —y1)(di — 1) + 202 — y2)(d2 — €2) > 0

3|IX yII2 BIIX —y|? <9||X yII2 Allx=yl ap?
F di + 5y, €1+ d> + 5, egzaxldl...

H [X1 d17d1 o‘-)dQ)X2 - d27d2 —Wdl,..](X]_ —}/1)2+(X2—Y2)2 > p

d(di—e1) y/ d(dl—el) ¢ _Owle—y) s Owle—ya) i
H Ody dl dey € = Oxp ) dy» Y2

L F [dl wdz, e{ = — weg,x2 = d2, d2 = wdl, ..]dl — €1 = —w(XQ — yg)

André Platzer (CMU) 21 /A


http://symbolaris.com/meta/andre.html

Differential Induction for Aircraft Roundabouts

F2(x1 —y1)(—wlxe — y2)) + 202 — y2)w(x1 —y1) > 0

F20a —y1)(di — 1) + 202 — y2)(d2 — €2) > 0

3|IX yII2 BIIX —y|? <9||X yII2 Allx=yl ap?
F di + 5y, €1+ d> + 5, egzaxldl...

H [X1 d17d1 o‘-)dQ)X2 - d27d2 —Wdl,..](X]_ —}/1)2+(X2—Y2)2 > p

- A8 (—wdy) + TG (—wey) = TRl g, — Rlxl,,

L F [dl wdQ, 61 weg,xé = d2, d2 = wdl, .]dl — €1 = —w(XQ — yg)

André Platzer (CMU) 21 /A
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Differential Induction for Aircraft Roundabouts

F2(x1 —y1)(—wlxe — y2)) + 202 — y2)w(x1 —y1) > 0

= 2(X1 yl)(dl — e1) + 2(X2 )(d2 — ) >0

3IIX yII2 BIIX —y|? 3|IX yII2 Allx=yl ap?
F di + 5y, €1+ d> + 5, ezzaxldl...

- [X1 = d1, d1 Wd2aX2 d2v dz wdy, . ](x1 — YI)2 + (2 — }’2)2 >p

Y
e <

F—wdy +wer = —w(dr — &)

O aody) + P uey) = ~ LGy — TR,

L F [dl wdz, el —wey, Xé = d2, d2 = wdl, .]d1 — €1 = —w(XQ — y2)

André Platzer (CMU) 21 /A
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Differential Induction & Differential Cuts

F2(x1 —y1)(—wlxe — y2)) + 202 — y2)w(x1 —y1) > 0

F20a —y1)(di — 1) + 202 — y2)(d2 — €2) > 0

3|IX yII2 BIIX —y|? <9||X yII2 Allx=yl ap?
F di + 5y, €1+ d> + 5, egzaxldl...

H [X1 d17d1 o‘-)dQ)X2 - d27d2 —Wdl,..](X]_ —}/1)2+(X2—Y2)2 > p

Proposition (Differential cut saturation)

F differential invariant of [x' = 8 A H]¢, then
[X =0AH¢ iff [x'=0AHAF|¢

F—wdr +wer = —w(dr — &)

O aody) + P uey) = ~ LGy — TR,

LFdf = —wdr,e] = —wex, xh = do,ds = wdy,.]Jdi — 1 = —w(xo — y2)

André Platzer (CMU) 21 /A
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Differential Induction & Differential Cuts

F2(x1 —y1)(~wle — y2)) + 20 — y2)w(xs —y1) 20

= 2(X1 y1)(d1 — 61) + 2(X2 )(d2 — ) >0

3||X yII2 6||X —y|? 3||X yII2 A x—y|? ap®
- di + e + dh+ e > $dy ...

- [X1 = d1, d1 Wd2aX2 d2v dz wdy, . ](x1 — YI)2 + (2 — }’2)2 >p

[refine dynamics] [by differential cut]

F—wdy +wer = —w(da — &)

- AGa (cwda) + A5 (Cwe) = TR - B

CHld = —wd, 6] = —wex, x§ = do, db = wdi,.]di —e1 = —Ww(x2 — y2)

André Platzer (CMU) 21 /A
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6 Computing Differential Invariants as Fixedpoints
@ Derivations and Differentiation

André Platzer (CMU) 21 /A
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Differential Invariants as Fixedpoints ‘
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Differential Invariants as Fixedpoints

for U,;,:= do decompose
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Differential Invariants as Fixedpoints

Vg — [l da

for U,;,:= do decompose
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Differential Invariants as Fixedpoints

Vg — [l da

for U,;,:= do decompose
for x' = ... do diffsat
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Differential Invariants as Fixedpoints

for U,;,:= do decompose
for x' = ... do diffsat
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Differential Invariants as Fixedpoints

for U,;,:= do decompose
for x' = ... do diffsat
for a* do loopsat
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Differential Invariants as Fixedpoints

for U,;,:= do decompose
for X' = ... do diffsat } repeat until fixedpoint
for a* do loopsat

André Platzer (CMU) 21 /A
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Differential Induction Principle ‘

o1 |[F]]01
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Differential Induction Principle ‘

o1 |[F]]01
oy > II:F]]L72
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Differential Induction Principle ‘

o1 |[F]]01
oy > II:F]]L72

In the limit:
d[F],
do

André Platzer (CMU) 21 /A
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Differential Induction Principle ‘

o1 |[F]]01
oy > II:F]]L72

In the limit:
d [Floe
dt

where dz(tt) according to ODE
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Differential Induction Principle

o1 |[F]]01
oy > II:F]]L72

In the limit:

d [Floe

. ©= [F 1)

where dz(tt) according to ODE
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Differential Induction Principle ‘

o1 |[F]]01
oy > II:F]]L72

In the limit:

d [Floe

. ©= [F 1)

where dz(tt) according to ODE

Lemma (Derivation lemma)

Valuation is a differential homomorphism

André Platzer (CMU) 21 /A
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Derivations and Differentiation «

Definition (Syntactic total derivation D : Trm(XUX') — Trm(XUY’))

D(r)=0 if ris a (rigid) number symbol
D(x(M) = x(r+1) if x € X is non-rigid,n > 0
D(a + b) = D(a) + D(b)
D(a-b)=D(a)- b+ a-D(b)
D(a/b) = (D(a) - b— a- D(b))/b?

m
D(F) = A\ D(F) {F1,...,Fn} all literals of F
i=1
D(a > b) = D(a) > D(b) accordingly for <,>, < =

André Platzer (CMU) 21 /A
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Derivations and Differentiation «

Lemma (Derivation lemma)

Valuation is a differential homomorphism: for all flows ¢ all ¢ € [0, r]

d I[e]]go t
— 2 20) = [DO g

Lemma (Differential substitution principle)

If o = x! = 0; Ax, then o |= D + (x — DY) for all D.

Definition (Differential Invariant)

(= F) = x> D(EYY)  for b = 0 A XIF

André Platzer (CMU) 21 /A
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

@ @

F(x— F) F(=FAx—F§
x = FE[xX =0AX]F [x:HA—'F]XI—(x:H/\)OF
o(d? + d?) o(d? + d3) 0a® 0a®
2 2> 2\/ = 1 2/ g4/ 1 2/ 41 /
(dl +d2 _a) 8d1 d1+ 8d2 d2_ 8d dl 8d2d2

= 2d1(—wd2) + 2d2(wd1) >0
for dj = —wdr dj=wd;

André Platzer (CMU) 21 /A
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

di > do — [x::az-l—l;
di = —wdy, d5 = wdy
|di > d>

André Platzer (CMU) 21 /A
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

dr Zd2—>[x::az-|—1;
(d{ = —wdh A dé = wdl) V (d{ < 2d1)
|di > d>

André Platzer (CMU) 21 /A
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

diy > do — [x:= 2%+ 1;
Elw(wg 1/\d{ :—wdg/\dé:wdl)V(d{ §2d1)
ldi > do

André Platzer (CMU) 21 /A
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

diy > do — [x:= 2%+ 1;
Elw(wg 1/\d{ :—wdg/\dé:wdl)V(d{ §2d1)
ldi > do

@ quantified nondeterminism /disturbance

André Platzer (CMU) 21 /A
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

d12d2—>[x::az+1;
Jw(w < 1Ad] = —wdy Ady = wdy) V (d] < 2dy)
ldi > do

e quantified nondeterminism/disturbance

André Platzer (CMU) 21 /A
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Differential Induction: Local Dynamics w/o Solutions -

Definition (Differential Invariant)

F closed under total differentiation with respect to differential constraints

d1Zd2—>[x>0—>E|a(a<5/\x::az+1);
Jw(w < 1Ad] = —wdy Ady = wdy) V (d] < 2dy)
|di > d>

e discrete quantified nondeterminism /disturbance

André Platzer (CMU) 21 /A
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Differential Invariants and Variants

Counterexample

I—Vx(x2§0—>2x-1§0)
x*<0F[X=1]x*<0

FVx(x>0— —x<0)
F{xX'=-x)x<0

André Platzer (CMU)

21 /A
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Differential Invariants and Variants

Counterexample
X Xo+t

FVx (x> <0—2x-1<0)
XX<OF X =1x2<0 £

FVx(x>0— —x<0)
F{xX'=-x)x<0
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Differential Invariants and Variants

Counterexample

X Xo+t
FVx (x> <0—2x-1<0) A
XX<OF X =1x2<0 £ =
0 - t
X
X ,
- Vx (x > 0 — —x < 0) N s
F{xX'=-x)x<0 T xpet

André Platzer (CMU)

21 /A
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Differential Saturation Procedure «

refine dZ verification calculus to automatic verification fixedpoint algorithm

¢

function prove (v +[DAH|¢):
2:if prove((H— ¢)) then
return true /* property proven */
for each F cCandidates(¢+[DAH]¢, H) do
if prove(¢y AHEF) and prove((H— F’)) then
H := HAF /x refine by differential invariantx/

goto 2; /+ repeat fixedpoint loop x/
end for
return "not provable using candidates”

André Platzer (CMU) 21 /A
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© Differential Temporal Dynamic Logic dTL
@ Motivation
@ Compositional Verification Calculus

André Platzer (CMU) 21 /A
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Temporal Modalities + Dynamic Modalities .

problem | technique | Op|Par | T |closed
ETCS =z < MA TL-MC V| x | V] X
= (AX(ETCS) — z < MA) | TL-calculus | x | ... | v | ...
= [ETCS|z < MA DL-calculus | v/ | v | x | V
= [ETCS|Oz < MA dTL-calculus | v | v |V | V

André Platzer (CMU) 21 /A
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Temporal Modalities + Dynamic Modalities .

problem | technique | Op|Par | T |closed
ETCSEz< MA TL-MC V| X | V| X
= (AX(ETCS) — z < MA) | TL-calculus | x | ... | v | ...
= [ETCS|z < MA DL-calculus | v/ | v | x | V
= [ETCS|Oz < MA dTL-calculus | v | v |V | V
differential temporal dynamic logic
dTL = TL 4 DL + HP
¢,
~
alO N O
R
0

André Platzer (CMU) 21 /A
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Modular Verification Calculus for Temporal dTL <
M ¢ x:'=40 ¢
[x = 0100 @ _____________ @
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Modular Verification Calculus for Temporal dTL ’
M ¢ x:'=40 ¢
[x = 0100 @ _____________ @

[a]0¢ A [o][5]0¢
[o; B]0¢ 1D¢ @
LA A AN A
Lo o, b=«
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Modular Verification Calculus for Temporal dTL ’
M ¢ x:'=40 ¢
[x :=6]0¢ @ ------------- @

[0]06 A [l (5106 NI .f\,.f\,.i'.‘@
[o: A109 e D¢
Lo o, b=«

[x = 0]0¢ O¢
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Modular Verification Calculus for Temporal dTL ‘

¢ N [x:=0¢
[x :=0]0¢

[a]D0¢ A [a][5]01¢

[o; B]0¢

[x' = 0]¢
X = 000

DEC
o; B

SN @
1 O¢ O¢

Lo o, b=«
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Modular Verification Calculus for Temporal dTL ‘

AN NN N “.
- \/\/..
[a*][a]0¢ ~S a o\
G O e e
Vo O¢

André Platzer (CMU) 21 /A
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@ Deduction Modulo Real Algebraic and Computer Algebraic Constraints
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KeYmaera Verification Architecture «

Computer Dedictive iy Qé\/é R-Algebraic
Prover ' 57 A
Algebra N Elimination
alg(®) ’ \( QE(®)
ke
V
Y a]o

[56 interactions?] [0—1 interactions!]

André Platzer (CMU) 21 /A
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KeYmaera Prover Architecture «

KeYmaera Prover Solvers

( Stmatesy
Rule Engine  Proof QEPCAD
Bt

Rule
base

André Platzer (CMU) 21 /A
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@ Parametric European Train Control System
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ETCS Controllability ‘

T.V

I\T‘.vzam.d2 < 2b(m.e — 1.2)
d b T.Z

m.e

m.

Proposition (Controllability)

[r.Z =7v, 7V = —bAT.v>0|(T.z> me — T.v< md)

= 7.v2 — m.d®> < 2b(m.e — 7.2)

André Platzer (CMU) 21 /A
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ETCS RBC Controllability .

Proposition (RBC Controllability)

m.d>0Ab>0— [mg:=m; RB( (
mo.d2 — m.d? < 2b(m.e — mg.e) A mg.d >0Am.d >0+«

VT (((m:= mo)7.v? — m.d?> < 2b(m.e — 7.2)) = 7.v*> — m.d* < 2b(m.e — T.

André Platzer (CMU) 21 /A
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ETCS Reactivity ‘

T.V

m.d - .
T.Z +— SB — m.e

Proposition (Reactivity)
(‘v’m.eVT.z (m.e —1.z>SBAT.V? — md® <2b(m.e—T.z) =

[r.a:=A; drive] 7.v?> — m.d? < 2b(m.e — T.Z)))

2 2
ESBZ%‘F(%'F].) (§62+E7‘.V)

André Platzer (CMU) 21 /A
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ETCS Safety .

Proposition (Safety)

r.v? — m.d? <2b(m.e — 7.2) —
[ETCS|(T.z > m.e — T.v < m.d)

André Platzer (CMU) 21 /A
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ETCS Liveness «

(/LTSS

N
P77 /777777777777 77777

[ I

Proposition (Liveness)

Tv>0Ae>0 — VP(ETCS)T.z> P

André Platzer (CMU) 21 /A
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Full European Train Control System (ETCS)

spec :

ETCS:
train :
spd

atp

move :
rbc

provable automatically!
v —m.d?> <2b(m.e—T.p)ATVv>0AMd>0Ab>0
— [ETCS](7.p > m.e — 7.v < m.d)
(train U rbc)*
spd; atp; move
(Prv<mr;, rai=x%x ?7—-b<T1a<A)
U(?r.v >m.r; T.a:=x%;, 70 > 1.a > —b)

. SB = —T"’ZEI;"'dZ + (% +1) (ész +eT.v);

(?(m.e — 7.p < SBV rbc.message = emergency); T.a := —b)
U(?m.e — 7.p > SB A rbc.message # emergency)
t:=0; (r.p=7v,7vV =13, =1ATVv>0ALt <e¢)
(rbc.message := emergency)
U (mo =m;m .= x;

m.r >0Am.d >0Amg.d?> —m.d? < 2b(m.e —mg.e))
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Full European Train Control System (ETCS)

2*b*x (m-2)>v~2-4d"2,
v>0,d>0, v>0,ep> 0, b> 0, amax > 0, d >=0

v <= vdes
-> \forall R a_3;

( a_3 >= 0 & a_3 <= amax

> ( m-z
<= (amax / b + 1) * ep * v
+(v~"2-d°2) /(2*b)
+ (amax / b + 1) * amax * ep = 2 / 2

-> \forall R tO0;

( t0>=0
-> \forall R ts0; (0 <= ts0 & tsO <= t0 -> -b * tsO + v >= 0 & tsO + 0 <= ep)
-> 2% b*x (m-1/2x%(-b*t0"~ 2+ 2x*t0*v+2%*2z))
>= (-b * t0 + v) ~ 2
-d-2
& -b * t0 + v >=0
& d >= 0))
& ( m-z

> (amax / b + 1) *x ep * v

+(v"2-d°2 /(@x*b)

+ (amax / b + 1) * amax x ep ~ 2 / 2
-> \forall R t2;

( t2>=0
=> \forall R ts2; (0 <= ts2 & ts2 <= t2 -> a_3 * ts2 + v >= 0 & ts2 + 0 <= ep)
-> 2xb*x (m-1/2x% (a3 %t2" 2+ 2x*t2xv+2%z))
>= (a3 % t2 +v) "~ 2
-d "2
& a3 *xt2+v> 0
& d >= 0)))

dré Platzer (CM



http://symbolaris.com/meta/andre.html

@ Collision Avoidance Maneuvers in Air Traffic Control
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Air Traffic Control ‘

Verification?
looks correct
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Air Traffic Control «

N
\
>
/

Verification?

looks correct NO!
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Air Traffic Control «

S
Y2
0
w
T2 %ﬁ €
Il d Il
T Y1
x{ = —vi+vacost + wxp
Xy = va sin v — wxq
W= w—w

Verification?
looks correct NO!
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Air Traffic Control «

3
Y2
0
w
T2 %ﬁ €
1 d 1
T Y1
x| = —Vvi+vacost) + wxo
xé = Vo sin 1 — wxy
¥ = w—w

Example (“Solving” differential equations)

xi(t) = — (Xlww €os tw — Vow cos tw sin ¥ + vow cos tw cos tww sin ¥ — viwo sin tw
ww

+ XoWoT SN tw — Vaw €os 1Y €os oo sin tw — vowV 1 — sin Y2 sin tw
+ vow cos ¥ cos tw sin two + vow sin ¥ sin tw sin tw) ...
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Air Traffic Control «

3
Y2
0
w
T2 %ﬁ €
1 d 1
T Y1
x| = —Vvi+vacost) + wxo
xé = Vo sin 1 — wxy
¥ = w—w

Example (“Solving” differential equations)

V>0 — (xlww €os tw — Vow €os tw sin ¥ + vow cos tw cos tw sin 1 — vy sin tw
ww

+ Xowwo Sin tw — Vaw €os Y cos tw sin tw — vwV 1 — sin 92 sin tw
+ vow cos ¥ cos tw sin two + vow sin ¥ sin tw sin tw) ...
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Flyable Roundabout Maneuver: Overview
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-
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Fixedpoint lterations for Air Traffic Control

e
S A far A\ compat

@

Example (dC formula of verification subgoal) J

safe \ far — [agree|(safe A far A\ compatible)
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Fixedpoint lterations for Air Traffic Control

L
o

Example (dC formula of verification subgoal) J

safe A\ far A compatible — [entry|(safe A tangential)
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Fixedpoint lterations for Air Traffic Control

Example (d£ formula of verification subgoal) J

safe A\ tangential — [circ|(safe A tangential)
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Fixedpoint lterations for Air Traffic Control

| free
- S A far @

Example (dC formula of verification subgoal) J

safe A\ tangential — [exit](safe A far)
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Fixedpoint lterations for Air Traffic Control

%/
S A far

Example (dC formula of verification subgoal) J

safe A\ far — [free|(safe A far)
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Flyable Roundabout Maneuver: Entry .

Example (dC formula of verification subgoal)
(rw)? = ||d|]> A ||x — ¢|| = V3r AIA>0 (x + Ad = ) A
|h—c|| =2r A d=—w(x—h)*
= [F(—w) Alx —cl| > ] (||x —c|£r—=d=w(x- C)J‘)
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Flyable Roundabout Maneuver: Entry .

Example (d£ formula of verification subgoal)
Ix =yl = V2(p+2bT) Ap > OA|ld> < el < P Ab>O0AT >0
— [entry] (IIx — y[l = p)
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Flyable Roundabout Maneuver: Entry .

Example (d£ formula of verification subgoal)
x=zA|d|?<bAb>0
— [r:=0; W F(W)AT =1](||x — z]|lco < Tb)
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Flyable Roundabout Maneuver: Exit .

agree
| free
~ ¢ N far
& o /‘

Example (dC formula of verification subgoal)

[

TAIx=yl?>p* = X' =dny =e](lIx—y|* = p?)
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Flyable Roundabout Maneuver: Exit .

agree
| free
~ ¢ N far
& o /‘

Example (dC formula of verification subgoal)

[

TAlIx=yl?2p* = X' =d; y' = el (Ix — ylI* > p?)
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Flyable Roundabout Maneuver: Exit

agree
-| free
@ N far
& o /‘

Example (dC formula of verification subgoal)

[

TAx=ylI?2p* = X =d; ¥y =e](IIx—y|> = p?)
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Flyable Roundabout Maneuver: Exit .

agree
| free
~ ¢ N far
& o /‘

Example (dC formula of verification subgoal)

[

TAlIx=yl?2p* = X' =d; y' = el (Ix — ylI* > p?)
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Flyable Roundabout Maneuver: Exit .

agree
| free
~ ¢ N far
& o /‘

Example (dC formula of verification subgoal)

[

TAd#e = YalxX'=dAy =e)(|x—yl|?> a?)

André Platzer (CMU) 21 /A
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Tangential Roundabout Collision Avoidance Maneuver -

provable automatically!

¢ = ¢—[trm’]¢

¢ = lIx=yl?=p = (a-n)+0e-y)=p
trm = free; entry; F(w) A G(w)
Jw F(w) A Jw G(w) A ¢

entry = Juw:=u; Ic(d:=w(x — ) Ne=w(y —c)b)

2

free

x; = vcost =d y; = e

AXy = vsind =dy Ay, =€

Flw) = ol — ol sin S — — G(w) = ;
L = v(—=sin)¥ = —wd> Ne = —we
Ady=v(cos?)y = wdy Ney = e
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provable automatically!

2

Y = ¢ [trm*]o
¢ = (X1—Y1)2+(X2—Y2)2>P /\(Y1—21)2 +(2—2)P2=>p
A1 —z1)? + (0 — )% > p A — )+ (2 — uz)2 p?
ANyr— )2+ (2 — ) > PP Az —wm)? + (22— w)? > P2
trm = free; entry,
X{ =d /\Xé = d2/\d{ = —wxdg/\dé = wydy
ANf=eNyy=e el =—w,e ey =wye
Nf=hNZb=hHAH=—-whAf=wh
Ay =giAuy =g Ngl=—wug2 N g = Wugl

free = (wei=% wy =% W, i=% Wy =5%

X{ =d /\Xé =dr) A d{ —wxdr A dé = wyd;
ANf=eNyy=e el =—w,e ey =wye
Nf=hNZb=hHAH=—-whAf =wh
/\ui =g N ué =82 /\gll = —Wuy82 /\g2, =wug1 N\ ¢)*

entry = Wi=x%; C:=#%;
di = —w(x — @); d:=w(xy — c1);
e =—wlyn —a) e =wlyn—a)
fhi=—w(zr—a); hi=w(z — a);
g1:=—w(uy — 1), & :=w(th — )

André Platzer (CMU) 21 /A



Experimental Results (Air Traffic Control)

Case Study Time(s) Mem(Mb) Steps | Dim
tangential roundabout (2a/c) 10.4 6.8 197 13
tangential roundabout (3a/c) | 253.6 7.2 342 18
tangential roundabout (4a/c) || 382.9 10.2 520 23
tangential roundabout (5a/c) || 1882.9 39.1 735 28
bounded maneuver speed 0.5 6.3 14 4
flyable roundabout entry* 10.1 9.6 132 8
flyable entry feasible* 104.5 87.9 16 10
flyable entry circular 3.2 7.6 81 5
limited entry progress 1.9 6.5 60 8
entry separation 140.1 20.1 512 16
mutual negotiation successful 0.8 6.4 60 12
mutual negotiation feasible* 7.5 23.8 21 11
mutual far negotiation 24 8.1 67 14
simultaneous exit separation® 43 12.9 44 9
different exit directions 3.1 11.1 42 11
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@ Hybrid Automata Embedding
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Embedding Hybrid Automata as Hybrid Programs

¢

q .= accel,

( (?q=accel, 2 =v,v =a)

U (7q—acce//\z>SB a:=—b; q:=brake; 7v>0)
U (?q = brake;, z/ =v,v/ =aAv>0)

U (?q=brakeAv <1; a:=a+5; q:=accel))
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Embedding Hybrid Automata as Hybrid Programs

¢
q := accel,
( (?q=accel, 2 =v,v =a)
U (?7g = accel ANz > SB; a:=—b; q:=brake; ?v>0)
U (?q = brake;, 2/ =v,v/=aAv>0)
U (?q = brakeAv < 1; a:=a+5; q:=accel))”

André Platzer (CMU) 21 /A


http://symbolaris.com/meta/andre.html

Embedding Hybrid Automata as Hybrid Programs

q .= accel,

( (?q=accel, 2 =v,v =a)

U (?7g = accelANz > SB; a:=—b; q:=brake; ?v>0)
U (?q = brake;, z/ =v,v/ =aAv>0)

U (?q=brakeAv <1, a:=a+5; q:= accel))*
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Embedding Hybrid Automata as Hybrid Programs

¢
q := accel,
( (?qg=accel, 2 =v,v =a)
U (?7g = accel ANz > SB; a:=—b; q:=brake; ?v>0)
U (?q = brake; 2/ =v,v/=aAv>0)
U (?q = brakeAv < 1; a:=a+5; q:=accel))’
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Embedding Hybrid Automata as Hybrid Programs

¢

q .= accel,

( (?qg=accel, 2 =v,v =a)

U (7q—acce//\z>SB a:=—b; q:=brake; 7v>0)
U (?q = brake;, z/ =v,v/ =aAv>0)

U (?q=brakeAv <1; a:=a+5; q:=accel))’
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Embedding Hybrid Automata as Hybrid Programs

¢
q := accel,
( (?q=accel, 2 =v,v =a)
U (?g = accel Nz > SB; a:=—b; q:=brake; ?v>0)
U (?q = brake;, zZ/ =v,v/=aAv>0)
U (?q = brakeAv < 1; a:=a+5; q:=accel))’
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Cyber-Physical Systems:

Q: | want to verify my car

Challenge
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Cyber-Physical Systems: Hybrid Systems

Q: | want to verify my car A: Hybrid systems
Challenge (Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

z
v
a 6|
30
2
25 5
1 — 20 4
. 15 3
2 o 10 2
-1 *‘ 05 1
¥ t t t
-2| 1 2 3 4 1 2 3 4
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Cyber-Physical Systems: Hybrid Systems

Q: | want to verify my car A: Hybrid systems Q: But there’s a lot of cars!

Challenge (Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

z
v
a 6|
30
2
25 5
1 — 20 4
. 15 3
2 o 10 2
-1 *‘ 05 1
¥ t t t
-2| 1 2 3 4 1 2 3 4
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Cyber-Physical Systems:

Q: | want to verify a lot of cars

Challenge
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Cyber-Physical Systems: Distributed Systems

Q: | want to verify a lot of cars A: Distributed systems

Challenge (Distributed Systems)

@ Local computation
(finite state automaton)

@ Remote communication
(network graph)
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Cyber-Physical Systems: Distributed Systems

Q: | want to verify a lot of cars A: Distributed systems Q: But they move!

Challenge (Distributed Systems)

@ Local computation
(finite state automaton)

@ Remote communication
(network graph)
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Cyber-Physical Systems: .

Q: | want to verify lots of moving cars

Challenge
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Cyber-Physical Systems: Distributed Hybrid Systems -

Q: | want to verify lots of moving cars A: Distributed hybrid systems

Challenge (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

o Discrete dynamics &% =% e e
(control decisions)

@ Structural dynamics
(remote communication)
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Cyber-Physical Systems: Distributed Hybrid Systems -

Q: | want to verify lots of moving cars A: Distributed hybrid systems

Challenge (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

o Discrete dynamics &2 =% R A e
(control decisions)

@ Structural dynamics
(remote communication)

@ Dimensional dynamics
(appearance)
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Cyber-Physical Systems: Distributed Hybrid Systems -

Q: | want to verify lots of moving cars A: Distributed hybrid systems Q: How?

Challenge (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

o Discrete dynamics &2 =% R A e
(control decisions)

@ Structural dynamics
(remote communication)

@ Dimensional dynamics
(appearance)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

@ Structural dynamics
(remote communication)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x"=a

@ Discrete dynamics
(control decisions)

@ Structural dynamics
(remote communication)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x"=a

@ Discrete dynamics
(control decisions)
a:=if ..thenaelse —bfi

@ Structural dynamics
(remote communication)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x"=a

@ Discrete dynamics
(control decisions)
a:=if ..thenaelse—bfi

@ Structural dynamics
(remote communication)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x"=a

a 2(1) v(1) o

@ Discrete dynamics
(control decisions)
a:=if ..thenaelse—bfi

@ Structural dynamics
(remote communication)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x(i)" = a(i)
@ Discrete dynamics
(control decisions)
a(i):=1if ..thenaelse —bfi

(1) (1) ﬁ”“ 22)v(2)

Lo

@ Structural dynamics
(remote communication)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics

(differential equations)
Vi x(i)" = a(i)

@ Discrete dynamics
(control decisions)

Via(i):=if ..thenaelse —bfi

@ Structural dynamics
(remote communication)

PPT)

() vl
(i TN

Lo
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi
@ Structural dynamics

(remote communication)
£(i) := carlnFrontOf{(i)

PPT)

() vl
(i TN

Lo
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi
@ Structural dynamics
(remote communication)
(i) := carlnFrontOf(i)
@ Dimensional dynamics
(appearance)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if ..thenaelse —bfi
@ Structural dynamics
(remote communication)
(i) := carlnFrontOf(i)
@ Dimensional dynamics
(appearance)

n :=new Car
André Platzer (CMU) 20/ A
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Soundness and Completeness ‘

Theorem (Relative Completeness)

QdL calculus is a sound & complete axiomatisation of distributed hybrid
systems relative to quantified differential equations.

André Platzer.

Quantified differential dynamic logic for distributed hybrid systems.
In Anuj Dawar and Helmut Veith, editors,

CSL, vol. 6247 of LNCS, 469-483. Springer, 2010.
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Soundness and Completeness ‘

Theorem (Relative Completeness)

QdL calculus is a sound & complete axiomatisation of distributed hybrid
systems relative to quantified differential equations.

Corollary (Proof-theoretical Alignment)

proving distributed hybrid systems = proving dynamical systems!

André Platzer.

Quantified differential dynamic logic for distributed hybrid systems.
In Anuj Dawar and Helmut Veith, editors,

CSL, vol. 6247 of LNCS, 469-483. Springer, 2010.
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Soundness and Completeness ‘

Theorem (Relative Completeness)

QdL calculus is a sound & complete axiomatisation of distributed hybrid
systems relative to quantified differential equations.

Corollary (Proof-theoretical Alignment)

proving distributed hybrid systems = proving dynamical systems!

Corollary (Decomposition!)

distributed hybrid systems can be verified by recursive decomposition

André Platzer.
Quantified differential dynamic logic for distributed hybrid systems.
In Anuj Dawar and Helmut Veith, editors,
CSL, vol. 6247 of LNCS, 469-483. Springer, 2010.
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@ Stochastic Hybrid Systems
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Cyber-Physical Systems:

Q: | want to verify uncertain trains

Challenge

L 1 i
far ST neg  SB cor
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Cyber-Physical Systems: Stochastic Hybrid Systems

Q: | want to verify uncertain trains A: Stochastic hybrid systems

Challenge (Stochastic Hybrid Systems)

o Continuous dynamics
(differential equations)

@ Discrete dynamics

i

(control decisions)

L 1
far ST neg  SB cor

@ Stochastic dynamics
(uncertainty)
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Cyber-Physical Systems: Stochastic Hybrid Systems

Q: | want to verify uncertain trains A: Stochastic hybrid systems

Challenge (Stochastic Hybrid Systems)

o Continuous dynamics
(differential equations)

@ Discrete dynamics

L 1 |
far ST neg  SB cor

(control decisions)

@ Stochastic dynamics
(uncertainty)

@ Discrete stochastic
(lossy communication)

@ Continuous stochastic

(wind, track)

André Platzer (CMU)
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Cyber-Physical Systems: Stochastic Hybrid Systems

Q: | want to verify uncertain trains A: Stochastic hybrid systems Q: How?

Challenge (Stochastic Hybrid Systems)

o Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

L 1 |
far ST neg  SB cor

@ Stochastic dynamics
(uncertainty)

@ Discrete stochastic
(lossy communication)

@ Continuous stochastic
(wind, track) | \ z
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Model for Stochastic Hybrid Systems .
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Model for Stochastic Hybrid Systems

d?x _ %
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Model for Stochastic Hybrid Systems .

%a:: —b@%a::a+1

André Platzer (CMU) 21 /A


http://symbolaris.com/meta/andre.html

Model for Stochastic Hybrid Systems .

%a:: —b@%a::a+1

André Platzer (CMU) 21 /A


http://symbolaris.com/meta/andre.html

Model for Stochastic Hybrid Systems .

%a:: —b@%a::a+1

André Platzer (CMU) 21 /A


http://symbolaris.com/meta/andre.html

Model for Stochastic Hybrid Systems

%a:: —b@%a::a+1

(dX = bdt + odW)

André Platzer (CMU) 21 /A


http://symbolaris.com/meta/andre.html

Model for Stochastic Hybrid Systems

%a:: —b@%a::a+1

(dX = bdt + odW)

André Platzer (CMU) 21 /A


http://symbolaris.com/meta/andre.html

	Motivation
	Differential Dynamic Logic 
	Design Motives
	Syntax
	Semantics

	Verification Calculus for Differential Dynamic Logic 
	Compositional Proof Calculus
	Deduction Modulo by Side Deduction
	Deduction Modulo with Free Variables & Skolemization
	Soundness and Completeness

	Survey
	Conclusions
	Appendix
	Formal Details
	Formal Semantics
	Soundness Proof
	Completeness Proof

	Differential Algebraic Dynamic Logic 
	Air Traffic Control

	Computing Differential Invariants as Fixedpoints
	Derivations and Differentiation

	Differential Temporal Dynamic Logic 
	Motivation
	Compositional Verification Calculus

	Deduction Modulo Real Algebraic and Computer Algebraic Constraints
	Parametric European Train Control System
	Collision Avoidance Maneuvers in Air Traffic Control
	Hybrid Automata Embedding
	Distributed Hybrid Systems
	Stochastic Hybrid Systems


